A Guide for DDoS
Protection in the Face
of NIS Penalties

Solution Brief

Organizations that provide critical national infrastructure services including
electricity, water, energy, transport, and healthcare could face fines of £17m or
four percent of their global turnover if they fail to protect themselves from service
outages due to cyber attacks.

“Incidents will
invariably happen,
so when they do,
organizations should
be prepared to deal
with those incidents
and as far as possible
have mechanisms in
place that minimize the
impact on the essential
service.
The particular
mechanisms required
will be determined
by organizations for
themselves as part
of their overall risk
management approach.
Examples might include
things such as DDoS
protection, protected
power supply, critical
system redundancy,
rate-limiting access
to data or service
commands, critical
data backup or manual
failover processes.”

European Union’s Network and
Information Systems (NIS) Directive
The directive represents the first piece of EU-wide
legislation on cyber security and provides legal measures
in an effort to protect member states and their essential
services from cyber attacks.
This plan is being considered by the UK government as it
examines how to implement the NIS Directive from May
2018.

Many ask the question, how is this NIS directive different from GDPR?
In summary, GDPR is concerned solely with the protection of personal
data, in the event of a cyber attack. The NISD covers any cyber incident
that has a significant impact on the provision of services. However, it is
possible that both personal data breaches and network disruptions will
occur at the same time.
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Who is impacted?
Operators of essential services (OES) established in its territory.
According to the Directive, an ‘operator of an essential service’ is a
public or private entity that meets the following criteria:
• Provides a service which is essential for the maintenance of critical
societal and/or economic activities;
• The provision of that service depends on network and information
systems; and
• An incident affecting those systems would have significant
disruptive effects on the provision of that service.

Defining an incident
According to the NIS Public Consultation,
• Any event that has an actual adverse effect on the security of
network or information systems used in the provision of essential
services;
• Where the security of network and information systems means
the ability of network and information systems to resist, at a given
level of confidence, any action that compromises the availability,
authenticity, integrity or confidentiality of stored or transmitted or
processed data or the related services offered by, or accessible via,
those network and information systems; and
• One that has a significant impact on the continuity of essential
services they provide.
The government considers that there is an impact on continuity where
there is a loss, reduction or impairment of an essential service.

The DDoS threat to maintaining compliance
Today’s DDoS attacks are almost unrecognizable from the early days
of attacks, when most were simple, volumetric attacks intended to
cause embarrassment and brief disruption. Today, the motives were
intended behind attacks are increasingly unclear, the techniques are
becoming ever more complex and the frequency of attacks is growing
exponentially. This is particularly true in light of automated attacks,
which allow attackers to switch vectors faster than any human or
traditional IT security solution can respond.
The combination of the size, frequency and duration of modern attacks
represent a serious security and availability challenge for OES. Minutes
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or more of downtime or latency significantly impacts the delivery of
essential services. When you combine these factors, victims are faced
with a significant security and availability challenge.

To keep up with
the growing
sophistication and
organization of
well-equipped and
well-funded threat
actors, it’s essential
that organizations
maintain
comprehensive
visibility across
their networks
to instantly and
automatically
detect and block
any potential DDoS
incursions as they
arise.
Proactive DDoS
protection is a
critical element
in proper cyber
security protection
against loss of
service and data
breach activity. This
level of protection
cannot be achieved
with traditional
Internet Gateway
security solutions
such as firewalls, IPS
and the like.

Beyond the ability to deny service, DDoS attacks have become a tool in
‘denial of security’, by acting as camouflage or a distraction mechanism
to mask more threatening activities – usually data theft and network
infiltration.
These attacks act as a smokescreen to distract IT and security teams
from the real breach that’s taking place, which could see data being
exfiltrated, networks being mapped for vulnerabilities, or a whole
host of other potential risks manifesting themselves. There have been
data breaches reported over the last few years that indicate DDoS
attacks have been occurring simultaneously, as a component of a
wider strategy; meaning hackers are utilizing the DDoS technique in a
significant way.
To keep up with the growing sophistication and organization of wellequipped and well-funded threat actors, it’s essential that organizations
maintain comprehensive visibility across their networks to instantly
and automatically detect and block any potential DDoS incursions as
they arise. Proactive DDoS protection is a critical element in proper
cyber security protection against loss of service and data breach
activity. This level of protection cannot be achieved with traditional
Internet Gateway security solutions such as firewalls, IPS and the like.

Gauging your DDoS readiness
1. Recognize DDoS attack activity
Large, high-volume DDoS attacks are not the only form of DDoS
activity. As discussed, short duration, low-volume attacks are stress
testing and finding security vulnerabilities within your security
perimeter. Understand your network traffic patterns and look to
solutions that identify DDoS attack traffic in real-time, removing the
threat immediately.
2. Document your DDoS resiliency plan
These resiliency plans should include the technical competencies, as
well as a comprehensive plan that outlines how to continue business
operations under the stress of a successful denial of service attack.
An OES incident response team should establish and document
methods of communication with the business, including key decision
makers across all branches of the organization, to ensure key
stakeholders are notified and consulted accordingly.
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3. Pair time-to-mitigation with compliance
In the face of a DDoS attack, time is of the essence. Minutes before a
DDoS attack is mitigated is not sufficient to ensure service availability.
As you develop your resiliency plan and choose your method of
DDoS protection, time-to-mitigation must be a critical factor in your
decision-making process.
4. Do more than check the box
Even firewalls that claim to have anti-DDoS capabilities built in have
only one method of blocking attacks: the usage of indiscriminate
thresholds. When the threshold limit is reached, every application and
every user using that port gets blocked, causing an outage. Attackers
know this is an effective way to block the good users along with the
attackers. Because network and application availability is affected, the
end goal of denial of service is achieved.

Next Steps
• Outline internal DDoS mitigation strategy and reporting
mechanisms
• Identify dedicated DDoS mitigation solutions for real-time and
automatic defense
• Assess these measures against compliance requirements

GTT’s DDoS Mitigation service
GTT’s DDoS Mitigation service is an always-on, managed offering
that guarantees protection from DDoS attacks. The service leverages
Corero’s next-generation SmartWall platform technology to deliver
immediate threat detection, deep packet inspection analytics and
filtering of malicious traffic at GTT’s scrubbing centers.
GTT’s DDoS Mitigation is a proactive offering, providing continuous,
automated routing of traffic for cleaning, without any outside
intervention required. Clean traffic is returned via MPLS IP VPN or a
GRE IP tunnel. The service is also available in an on-demand, reactive,
near-real-time option for clients that prefer this approach to
DDoS mitigation.
The service includes alerting and deep visibility into real-time and
historical DDoS threats through a client portal and is backed by
stringent response time SLAs, providing peace of mind that DDoS
threats are mitigated quickly and efficiently.
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About GTT
GTT provides multinationals with a better way to reach the cloud through
its suite of cloud networking services, including optical transport, wide
area networking, internet, managed services, voice and video services. The
company’s Tier 1 IP network, ranked in the top five worldwide, connects
clients to any location in the world and any application in the cloud. GTT
delivers an outstanding client experience by living its core values of simplicity,
speed and agility. For more information on how GTT is redefining global
communications, please visit www.gtt.net.
GTT Headquarters

7900 Tysons One Place, Suite 1450
McLean, VA 22102
+1 703 442 5500
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